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YOU ARE RESPONSIBLE AND LIABLE FOR THE DATA THAT YOU HANDLE AND NOT YOUR LINE
MANAGER OR THE UNIVERSITY OF LIVERPOOL
1. Introduction
Any member of the University who is considering or is already using cloud storage for University
information assets needs to be aware of the risks posed by using these services. This code of practice
is intended to make you aware of the risks. It is informed by the University Information Security
Policy and relevant sub policies. An abstract of the Information Security Policy specific to cloud
storage (section 11) requires that:
•
•
•
•

All University information assets are to be stored on server systems operated by the
University’s Computing Services Department.
Information assets within these systems are resilient to failures and backup copies are kept
in a separate and secure location.
If information assets are not stored on servers operated by Computing Services, then the
appropriate Head of Department must ensure that all of the requirements of the
Information Security Policy are satisfied.
Computing Services Department must be consulted about the use of cloud storage and
management of information assets.

Limitations of Use
This Code of Practice is specific to University information assets only and does not pertain to any
personal data. For more information on managing University information assets please refer to the
University Information Asset Classification Policy.
Cloud Storage and Service Providers
For the purpose of this document, cloud storage can be defined as any storage solution which stores
University information assets to an online storage facility not provided by the University of Liverpool.
Cloud-based or “capacity-based” storage is a popular solution for storing data. Cloud services are
provided by large and trusted technology companies including:

Cloud Service Provider

Amazon
Apple
Dropbox.Inc
Google
Microsoft

Cloud Storage Solution
Amazon EC2
iDisk, iCloud
Dropbox
Google Docs, Google Apps, GDrive
SkyDrive, Office 365, Azure

N.B this is not an exhaustive list. Many Web 2.0 or social media applications and services often have storage
capability.

Whilst these services are undoubtedly attractive, offering excellent features that are easy to use,
they bring with them a series of risks to the University and its information assets which must be
considered.
2. Legislation and Information Assets
There are many situations where the data used by members of the University requires stringent
protection which must satisfy both University regulations and government legislation. Those
involved in medical research, for example, will be aware that there are obligations to protect patient
confidentiality. The Information Security Policy provides more guidance on these matters. If there is
any doubt regarding the classification of data you must seek advice from the Information Security
Officer via the CSD Service Desk.
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3. Service Providers, Contractual Agreements and Risk
All data generated as part of your duties as a member of the University belongs to the University of
Liverpool and should be managed in line with the guidance provided in the University’s Information
Security Policy (see Further Reading). If such data is stored on facilities provided by CSD it is
protected and in compliance with the policy. Using a cloud-based storage system will put you at risk
of contravening the policy as there are very few guarantees provided by cloud storage services.
Using cloud-based storage encumbers you with a high dependency on the security of the service
provider and there is often very little recourse in the event of a security breach. This is highlighted in
an extract from the Master Subscription Agreement of a cloud storage provider:
“…salesforce.com shall not be responsible or liable for the deletion, correction, destruction,
damage, loss or failure to store any Customer Data.” 03/04/2012
https://www.salesforce.com/company/legal/agreements/
Ownership
As previously stated, all data generated in carrying out your duties belongs to the University. Using
cloud storage may require you to transfer ownership of University data which you may not be
eligible to do. The following extract is from the terms and conditions of the popular cloud storage
provider Dropbox:
“If you’re using our Services for an organization, you’re agreeing to these Terms on behalf of
that organization.” 10/02/2017 https://www.dropbox.com/terms#terms
Data Protection
Data protection is a complex area but its requirements apply to all members of the University. The
Director of Legal Services is the Data Controller for the University of Liverpool and may be liable for
any data breach which results from the use of cloud storage. Whilst all principles of the Data
Protection Act are relevant, in relation to cloud storage particular attention should be paid to
Principle 8 which refers to sending personal data outside the European Economic Area.
Principle 8 states:
“Personal data shall not be transferred to a country or territory outside the EEA unless that
country or territory ensures an adequate level of protection for the rights and freedoms of
data subjects in relation to the processing of personal data.”
Many of the popular cloud storage solutions store data on servers based in the United States. Unless
they have signed up to the Safe Harbor scheme they cannot be considered to offer adequate level of
protection. The following is an example from the Microsoft Azure .NET Services Platform Terms of
Use:
“Personal information collected through the Services may be stored and processed in the
United States or any other country in which Microsoft or its affiliates, subsidiaries or service
providers maintain facilities.” 03/04 2012
http://www.microsoft.com/online/legal/?langid=en-us&docid=1
Current debate suggests that in practice the Safe Harbor scheme offers no guarantee of compliance
to the EU Data Protection Directive due to the far reaching implications of the USA Patriot Act.
Data Management
Data which has been generated as part of the carrying out your role at the University must be
managed appropriately. For example, data may need to be deleted after a certain period for
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compliance purposes. It could be a legal requirement to demonstrate that this data has been
permanently deleted and to provide supporting evidence. Clearly, this is likely to be very difficult to
achieve if data has been stored in the cloud. It would also be difficult to audit exactly where the data
resides, if required to do so.
Data Access
At times, data generated as part of your role may need to be accessed by colleagues or authorised
members. Cloud storage solutions do not integrate with the University’s authentication systems so
would require all those who require access to the data to register for external accounts. If the holder
of the account where the data resides is unavailable for whatever reason it may not be possible to
gain timely access to the data. In some circumstances it may mean that the data cannot be accessed
for long periods or may be permanently lost.
Reliability and Availability
Using cloud-based storage encumbers members with a dependency on the stability and speed of
network connections. Such a connection to a cloud storage server cannot be guaranteed due to
various processes from PCs / tablets /smartphones to the cloud storage servers. Depending on the
features offered by the cloud storage service, it is likely that there will be a period when the data or
the latest version of the data is not accessible. In the event of downtime, there is often very limited
recourse. This is highlighted both in the Amazon Web Services Customer Agreement and the Google
Apps Premier Edition UK Terms and Conditions.
“[We] do not warrant that the service offerings will function as described, will be
uninterrupted or error free, or free of harmful components, or that the data you store within
the service offerings will be secure or not otherwise lost or damaged…” 03/04/2012
http://aws.amazon.com/agreement/
“Google and partners do not warrant that i) Google services will meet your requirements...ii)
Google services will be uninterrupted, timely, secure or error free or reliable... iii) The results
that may be obtained from the use of Google services will be accurate or reliable iv) any
errors in the software will be corrected.” 03/04/2012 http://www.google.com/apps/intl/enGB/terms/user_terms.html
Company Viability
Regardless of the legal constraints, the long-term viability of the cloud storage company must be
taken into consideration. In recent years, dozens of cloud storage companies have ceased trading
after being unable to maintain commercial viability. These companies have offered a means of
transferring data from the cloud back to local storage or another cloud provider which entail varying
levels of complexity and varying periods of notice. As well as complete closure, many cloud storage
companies have been forced to reduce their storage quotas and to introduce stricter fair use policies
or increase prices in order to stay commercially viable.
4. Risk Management
In the event that cloud storage is considered to be a viable option for the use of University
information assets, it is recommended that the University’s risk management process is undertaken.
Please refer to the University Risk Management Policy for more information https://www.liv.ac.uk/intranet/legal/risk/.
For more information and advice about the risks involved with the use of cloud storage contact the
Information Security Officer via the CSD Helpdesk helpdesk@liverpool.ac.uk.
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Conclusion
University related data and information assets should be stored on servers which are centrally
managed by CSD. Storing University data with a cloud storage provider will, in most cases,
contravene the University’s Information Security Policy.
Further Reading
• University IT regulations http://www.liv.ac.uk/csd/regulations/
• University Information Security Policy http://www.liv.ac.uk/csd/regulations/
• University Information Asset Classification Policy http://www.liv.ac.uk/csd/regulations/
• University Risk Management Policy https://www.liv.ac.uk/intranet/legal/
• Data Protection Act https://www.liverpool.ac.uk/legal/data_protection/
• Safe Harbor http://www.export.gov/safeharbor/
• USA Patriot Act http://www.justice.gov/archive/ll/highlights.htm
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